
www.manaraa.com

Full Terms & Conditions of access and use can be found at
http://www.tandfonline.com/action/journalInformation?journalCode=ucis20

Journal of Computer Information Systems

ISSN: 0887-4417 (Print) 2380-2057 (Online) Journal homepage: http://www.tandfonline.com/loi/ucis20

Information security policies’ compliance: a
perspective for higher education institutions

Sadaf Hina & P. Dhanapal Durai Dominic

To cite this article: Sadaf Hina & P. Dhanapal Durai Dominic (2018): Information security policies’
compliance: a perspective for higher education institutions, Journal of Computer Information
Systems, DOI: 10.1080/08874417.2018.1432996

To link to this article:  https://doi.org/10.1080/08874417.2018.1432996

Published online: 30 Mar 2018.

Submit your article to this journal 

Article views: 18

View related articles 

View Crossmark data

http://www.tandfonline.com/action/journalInformation?journalCode=ucis20
http://www.tandfonline.com/loi/ucis20
http://www.tandfonline.com/action/showCitFormats?doi=10.1080/08874417.2018.1432996
https://doi.org/10.1080/08874417.2018.1432996
http://www.tandfonline.com/action/authorSubmission?journalCode=ucis20&show=instructions
http://www.tandfonline.com/action/authorSubmission?journalCode=ucis20&show=instructions
http://www.tandfonline.com/doi/mlt/10.1080/08874417.2018.1432996
http://www.tandfonline.com/doi/mlt/10.1080/08874417.2018.1432996
http://crossmark.crossref.org/dialog/?doi=10.1080/08874417.2018.1432996&domain=pdf&date_stamp=2018-03-30
http://crossmark.crossref.org/dialog/?doi=10.1080/08874417.2018.1432996&domain=pdf&date_stamp=2018-03-30


www.manaraa.com

Information security policies’ compliance: a perspective for higher education
institutions
Sadaf Hina and P. Dhanapal Durai Dominic

Department of Computers and Information Science, Universiti Teknologi PETRONAS, Tronoh, Malaysia

ABSTRACT
This paper provides a systematic literature review in the information security policies’ compliance (ISPC)
field, with respect to information security culture, information security awareness, and information
security management exploring in various settings the research designs, methodologies, and frame-
works that have evolved over the last decade. Studies conducted from 2006 to 2016 reporting results
from data collected through diverse means have been explored; however, only a few studies have
focused primarily on a sensitive infrastructure under risk, as is the case with higher education institutions
(HEIs). This study reports that ISPC in HEIs remains scarce, as is the realization of security threats and
dissemination of information security policies to end users (employees). This research makes a novel
contribution to the body of knowledge as a unique study that has reviewed the influence of institutional
governance in HEIs on protection motivation leading towards ISPC.

KEYWORDS
Information security policies’
compliance; information
security culture; information
security management;
information security
awareness; computer and
information systems security

Introduction

Computers and information systems (IS) are key to success in
any organization. Ensuring the security of these systems is a vital
task that maintains the basic aspects of the information security
phenomenon, namely, confidentiality, availability, and integrity.
The execution and success of organizational processes rely heav-
ily upon the effective implementation of information technology
(IT) resources and the wide-ranging means of ensuring their
security. IS security remains the top priority of IT security
personnel and top management in business organizations.1,2

The primary focus of information protection is to maintain the
authenticity of information for various business goals. However,
a successful attack can damage tangible and intangible resources
and result in serious financial, reputational, and asset losses.3

With advancements in the integration of technology, informa-
tion security breaches are also occurring at a rapid pace. People
with malicious intentions use state-of-the-art gadgets and con-
tinue to develop new ways to hack personal and sensitive infor-
mation. It is therefore necessary to understand the potential of
these risks and to take prompt actions to minimize and/or
mitigate the hazards associated with malicious breaches through
appropriate plans and procedures.2

To protect information assets, organizations need to commu-
nicate technical and behavioral solutions to their employees.4 This
notably applies to organizations at high risk that do not realize the
magnitude of their information sensitivity, such as higher educa-
tion institutions (HEIs), that are pursuing business goals like any
other business organization around the globe. These institutions
comprise numerous departments that function to achieve certain
goals in the institution’s interests. Examples include finance,
faculty departments, IT security management, research grants

management, visa processing, and infrastructure management,
as well as many other departments that operate under the HEI
umbrella. These HEIs experience the same threats and vulnerabil-
ity as other business organizations.5,6 Lack of policy guidelines,
lack of awareness of information security threats, and irregular
monitoring of misuse behavior often lead to threatening situa-
tions. Da Veiga7 explained that the vision and strategies developed
by the organization’s higher management can create an informa-
tion security culture (ISC). In that study, conducted over an 8-year
period, the author suggested that employees who read and under-
stand the information security policies (ISPs) of their organization
show a more positive attitude to developing an ISC. In a study by
Ismail et al.5, fourHEIs investigated inMalaysia had versions of IT
policies comprising various security standards, such as Malaysian
Public-Sector Management of Information and Communications
Technology Security (MyMIS); International Organization for
Standardization (ISO) and International Electrotechnical
Commission (IEC) (ISO/IEC 27001); and Control Objectives for
Information and Related Technologies (COBIT). However, none
of these HEIs had developed any kind of information security
framework to deal with security breaches. In that study’s reported
data, the technical personnel who participated, such as program-
mers, system analysts, project managers, IT executives, and IT
managers, declared that the faculties and students were the least
informed of the awareness programs.5 This situation has alarmed
HEIs that have neglected the end users of their institutional net-
works and IS. With HEIs’ decentralized networks and distributed
computing resources, the transfer of information is potentially
vulnerable.6 Hence, HEIs need a holistic security framework to
implement strategic security procedures, with the focus on end
users, to ensure compliance with security policies and protection
of vital resources.
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Aim of study

This review study aimed to synthesize the literature published
from 2006 to 2016 to highlight the need for more exploration on
information security policies’ compliance (ISPC) in the HEI
domain. This study has systematically reviewed and analyzed
the available literature to gain an insight into the analytical
theories and factors that significantly contribute to ISPC in the
HEI domain. To analyze the results, this study focused on the
frame and size of population samples undertaken in HEI studies.
The study’s second task was to investigate the difference in
perceptions between technical and nontechnical respondents in
these studies. To achieve the stated objectives, review protocols
followed by8,9 were incorporated. In its analysis of the literature,
the study makes a novel contribution by suggesting an appro-
priate ISPC theory that is critical in the HEI domain.

Background

In its 2015 general incidents classification statistics, the
Malaysian Computer Emergency Response Team (MyCert),
Cyber Security, Malaysia, reported 9,915 incidents including
cyber harassment, denial of service, fraud, intrusion, mali-
cious codes, spam, and vulnerabilities. Moreover, spam
email statistics were shockingly high with a total of 561,454
incidents. Such incidents commonly occur in organizations
with employees falling victim due to their lack of awareness
on how to deal with them.10 The intrinsic and extrinsic
motivators in information security behavior for ISPC can
range from rewards to penalties.11–13 Researchers have
reported that major issues in noncompliant behavior include
the lack of self-sustained knowledge14 and ignorant behavior
toward prescribed ISP roles and responsibilities. In their
online survey among university employees, Chan and
Mubarak15 sought an understanding of the knowledge level
of employees in an HEI, reporting that employees were una-
ware of the potential security threats, breaches, and preventive
methods. These authors emphasized the significance of infor-
mation security awareness (ISA) in HEIs to mitigate security
risks and recovery costs.15 In a similar study focusing on
HEIs, Kam et al.16 reported that ISPC behavior can be sig-
nificantly improved through external pressures and forces. By
applying neo-institutional theory, researchers validated the
importance of regulative, normative, and cognitive external
expectations for the enforcement of ISPs and awareness
programs.16 Like many other organizations, HEIs are imple-
menting business plans to achieve corporate goals. Therefore,
various factors that relate to employees’ ISPC behavior need
to be considered.

D’Arcy and Greene17, in examining the effect of organiza-
tional culture on ISPC intentions, argued that organizations
face noncompliance due to inadequate organizational, indivi-
dual, and work environment factors. A challenge for organi-
zations is to motivate employees to comply with the stipulated
ISP rules and regulations. These researchers indicated that,
regardless of whether intended or unintended, security
breaches primarily originate from end users’ lack of ISA and
from complaints behavior.17 Galvez et al.,18 in their research,
reported the factors that influence information security

practices in organizations, deriving their constructs from the
international standards in information security, ISO 17799/
27002, which are considered as the code of practice. These
authors explained individual information security practice at
work by applying the social cognitive theory (SCT) constructs
for information security. Their study suggested that, to
achieve preventive security behaviors, organizations must fol-
low practices based on international standards.18

The foremost need in building information security infra-
structure in any organization is to realize and acknowledge the
existence of threats. Critical energy infrastructure is considered
the most vulnerable entity that must be protected under legit-
imate rules and regulations.19 The information security of this
type of infrastructure is addressed at the national level to prevent
chaotic situations if a successful cyberattack occurs. Business
organizations that significantly contribute to the national econ-
omy are often protected by authentic security protocols to miti-
gate the risks of financial and information loss.20 The top
management of vulnerable organizations must understand the
necessity of information security and should vigilantly initiate
security plans. With policy documents based on international
standards, well-planned awareness programs, and regular mon-
itoring, organizations can be led toward the development of a
comprehensive ISC.1,7,21,22

Research methodology

Literature extraction

This study followed both an automated and manual search pro-
cess to acquire as many published articles as possible to meet the
defined objectives. These articles later went through rigorous
filters to meet the study’s inclusion criteria. Identified articles
were then vigilantly analyzed to obtain reliable outcomes. Search
queries were firstly made using keywords and phrases related to
the literature under investigation. Secondly, reliable databases and
search engines were enlisted to ensure the reliability and validity
of the articles collected. Table 1 shows the queries (with keywords
and phrases) generated for the search process.

As mentioned, this study also conducted some manual
searches for related articles through search engines and reference
lists of downloaded articles. The keywords and phrases were
mapped onto articles downloaded from reliable databases and
search engines listed in Table 2. The keywords, abstracts, and full
text of downloaded articles were vigilantly explored using the
identified phrases and keywords. In total, 200 articles were
identified for use in validating the accuracy and consistency of
the objectives under investigation. The basic inclusion criteria
comprised English as the language of the article, academic sig-
nificance, empirical data collection, peer-reviewed publication,
and the field of ISPC in organizations/institutions.

Books, online magazines, white papers, industry reports
and articles without methodological evidence were excluded
from the literature synthesis.

Analysis of extracted literature

Studies incorporating systematic literature analysis should
carefully assess the quality of publications included for

2 S. HINA AND P. D. D. DOMINIC



www.manaraa.com

review.9 In the current study, the extracted articles were
screened and discussed by the researcher and two domain
experts. Publications with the same theoretical framework
and, in their opinion, inconsequential differences were con-
sidered duplicates and excluded from the review process.
Articles relying only on expert opinions and without metho-
dological evidence were also excluded. After carefully explor-
ing the literature for review, the articles were grouped
according to the research objectives. As this research focused
on ISPC, articles on diverse organizational settings were cate-
gorized as ISC, information security management (ISM) and
ISA. The results were later analyzed to understand the extent
within HEIs of information security maturity. The researcher
intended

(1) to explore the significance of ISC and compliance;
(2) to explore the significance of ISA and compliance;

and
(3) to explore the significance of ISM and compliance,

particularly in HEIs.

Finally, 51 publications were extracted for further analysis,
with the number of extracted articles and their year of pub-
lication shown in Table 3.

These publications were focused on effective ISC and com-
pliance; ISM and compliance; ISPs and ISPC; behavioral
intentions for information security; encouraging information
security behavior through protection motivation; awareness

and deterrence; assessment of ISC through awareness and
training; and application and validation of multiple theories
to better explain compliance and adherence with organiza-
tional policies.

Results analysis

ISC and compliance

An ISC can minimize and/or mitigate the risks to information
assets as well as employees’ intentional or unintentional mal-
icious interactions with information assets and computing
resources. The current research suggests that ISPC can be
achieved at three levels by defining information security compo-
nents that influence information security behavior, which, in
turn, will cultivate ISC.23 Hu et al.24 believed that ISPC can be
achieved if information security technology implementation is
fully complemented with comprehensive ISA programs. These
programs should comprise and convey a rigorous understanding
of how individual, cultural, and organizational factors align in
modeling individual behavioral intentions. In addition, the study
highlighted the role of top management in being vigilant in
defining organizational ISC.24 It is believed that the implemen-
tation of a sound ISC can reduce the number of security
breaches. An ISC is one in which the information security values
and beliefs are shared by employees at all levels of the organiza-
tion. It is considered as an important pillar in maintaining an
adequate level of information security in organizations. It is
suggested that security-conscious decision-making and security
policy adherence can be influenced by cultivating a security
culture. The literature has revealed various concepts and factors
that contribute to thorough ISC application.Within ISC, D’Arcy
and Greene17 identified the factors of top management influ-
ence, security communication, and computer monitoring which,
in turn, have a positive influence on security compliance inten-
tion. These researchers considered ISC as a multidimensional
concept often addressed with a simpler approach.

AlHogail25 presented the strategy, technology, organization,
people, and environment (STOPE) design framework to address

Table 1. Keywords and phrases with queries for literature search.

Keywords and phrases Queries

Employees’ security behavior ● “Information technology” AND “information security policies compliance”
● “ICT policies and regulations” AND “universities”
● (“Information security policies” OR “security policies” OR “policies”) AND (“employees’ behaviour” OR “behaviour” OR

“attitude”)
● (“Employee” OR “employees” OR “user” OR “users” OR “staff”) AND (“policy” OR “security policies” OR “policies compliance”

OR “security compliance” OR “security behaviour”)
● (“Organization” OR “institution”) AND (“information security policies”)
● (“Organization” OR “institution”) AND (“security culture”)
● (“Organization” OR “institution”) AND (“Malaysian”) AND (“information security management” OR “maturity”)

ICT policies
Information security

management
Information security maturity
Information security policies

compliance
Information security policies
Information systems security
Information technology
Organizational security culture
Policies compliance
Security culture
Security policies

Note: ICT = information and communications technology.

Table 2. Databases and search engines used for literature search.

Databases and search engines

Scopus ACM Digital Library
AIS Electronic Library Palgrave – Journals
IEEE MIS Quarterly Journals
Science Direct Web of Science
Emerald Insight – Information Management &

Computer Security
Google Scholar (search
engine)

ProQuest Yahoo (search engine)
Springer RefSeek (search engine)

Table 3. Number of articles extracted from publications.

Number of articles 03 04 01 04 06 02 09 04 07 09 02

Year of publication 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

JOURNAL OF COMPUTER INFORMATION SYSTEMS 3
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a wide set of issues related to human behavioral aspects to create a
secure environment for information and communication assets.
This researcher translated security issues into tasks based on the
four main domains of the presented human factor diamond:
preparedness, responsibility, management, and society and regu-
lations. The research highlighted the need for change manage-
ment principles that could guide the cultivation of ISC.25 To foster
and practice ISC, employees must understand their roles and
responsibilities through some means of communication.

Chen and Wen22 highlighted the importance of the three
most vital factors, security policies, security programs, and
security monitoring, in ISC development. These researchers
validated their research model and showed the significant
effect of security programs on ISC development. Their study
findings showed that security monitoring influenced security
culture unlike security policies, which showed a nonsignifi-
cant contribution toward security culture. This nonsignificant
contribution was explained by stating that the mere existence
of policies does not change employees’ behavior.22 Further
evidence of this phenomenon was provided in a recent study
with the researcher arguing that employees who read and
understand ISPs contribute better to ISC.7 The awareness of
existing documents, that is, security policies, thus significantly
contributes to security culture. Sherif et al.21 presented an ISC
framework based on a review of prior studies, indicating the
substantial input of awareness, behavior, and culture in estab-
lishing security culture in organizations. Table 4 shows the
authors, research methodologies, and findings in the areas of
ISC and compliance.

The researchers in Table 4 have indicated the importance
of security policies; rules and regulations; roles and responsi-
bilities; security awareness; training; monitoring; and indivi-
dual behavior to achieve thorough ISC in an organization.
Research frameworks were empirically tested among technical
and nontechnical respondents working in diverse organiza-
tional settings. Although the reported sample size in some
studies was relatively low, justification took into account the
sensitivity of the information security domain. It should be
noted that none of these studies investigating ISC frameworks
and assessments examined the HEI domain. Only partial
responses were collected from HEIs for the validation of
frameworks in some studies but nothing specific was reported
on that domain. Conclusively, cultivating an ISC demands a
comprehensive strategic plan incorporating the vision of top
management in line with organizational security objectives in
the form of security policies. These policies should then be
periodically updated and disseminated. Finally, recurrent
monitoring of acceptable and unacceptable behavior should
be logged. However, these inferences still need to be rigor-
ously inspected in the HEI domain.

ISM and compliance

The well-known phenomenon of ISM refers to the directing and
regulation of the security of information assets possessed by
organizations. It plays a vital role in enhancing organizational
control over the flow of information within and external to the
organization for business goals. For acceptable protection of
information and computing resources, effective ISM requires Ta
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the implementation and maintenance of appropriate security
controls, resources, and policies. However, information security
issues have not always been the top priority of security profes-
sionals in organizations. In the past two decades, security profes-
sionals have started highlighting security breaches, such as email
viruses, malware, software vulnerabilities, and internet worms,
and have drawn attention to the role of topmanagement support
in dealing with security threats. Knapp et al.26 investigated the
influence of top management support on organizational security
culture and security policy enforcement. These authors sug-
gested that top management enforcement is critical to effectively
address security problems, leading to effectual methods of build-
ing the understanding of security policies and security culture
within organizations.26 Security policy and policy compliance
comprise a procedural system that requires vigilant and timely
decisions by top management. Security implementation is costly
and requires finance for technical controls (monitoring, etc.) and
nontechnical controls (awareness programs, etc.). The literature
has shown that investment in security controls is determined by
the type and size of the industry. It can be postulated that the
larger the business, the larger the vulnerabilities. For effective
ISM implementation, Chang and Ho27 highlighted the need for
accurate organizational factors. Based on the ISO standard
guidelines for ISM, the researchers designed and empirically
validated a conceptual framework that provided tested factors
for better ISM practices. A strong predictor of ISM was IT
competence in an organization, with industry type and organi-
zational size found to be positive determinants of ISM in
organizations.27 Therefore, ISM in HEIs cannot be overlooked.

In relation to ISM in HEIs, specific factors may be related to
this domain’s variant and open infrastructure. Ismail et al.5 exam-
ined various security standards and frameworks including ISO,
COBIT, MyMIS, and Committee of Sponsoring Organizations to
present an information security framework that was HEI-specific.
In line with the extant literature, their research emphasized the
importance of available constructs and top management commit-
ment to fulfill the security needs of HEIs.5 In another study, ISM
was encapsulated under organizational factors: the proposed fra-
mework depicted personal information security behavior as hav-
ing a direct influence on compliance.28 Padayachee29 suggested
that effective ISM by top management should regard end users
and their perceptions on information security as essential aspects
in developing a secure environment. It is argued that end users
should be considered the focus of the information security con-
cept. Effective ISM should minimize and/or mitigate potential
security hazards at both technical and behavioral levels. Such
practices can essentially improve employees’ adherence to ISP.29

Safa et al.30 showed that diverse ISM strategies can achieve orga-
nizational ISP compliance. Their research framework established
social bond theory (SBT) to understand end users’ ISP compli-
ance. Their research results suggested that appropriate manage-
ment of information security knowledge (ISK) sharing within an
organization can be done through intrinsic and extrinsic motiva-
tion. These arrangements can encourage employees to comply
with ISP.30

Table 5 summarizes studies that empirically tested and vali-
dated the ISM factors and their contribution to compliance.

Most reviewed studies had a relatively smaller sample size,
with surveyed respondents in most studies having a sound Ta
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technical background. The current study argues that ISC,
ISM, and information security compliance should also be
thoroughly and empirically assessed from the nontechnical
end users’ perspectives. Applying controls and enforcing poli-
cies by top management does not necessarily lead to informa-
tion security compliance. The behavioral issues and
knowledge deficiencies of employees need to be understood
to overcome the gap between state-of-the-art controls and
policies and employees’ perceptions. Prior studies have
defined ISM success factors as security practices, environmen-
tal influences, and organizational structure and culture.31

Moreover, management practices play a significant role in
IT and IS security.32 Organizations have been advised in
recent studies that they need to look at the diverse aspects
of ISM that are responsible for comprehensive strategic plans;
security education, awareness, and training programs; design
and implementation of security policies; periodic monitoring;
and human resource management to instigate information
security compliance values.8

ISA and compliance

ISPs are regarded as the most important and crucial documents
in effective information security implementation in organiza-
tions. Security policy documents are generally based on interna-
tional standards for ISM (ISO/IEC 27002) and are molded
according to organizational business objectives. Prior research
has suggested the unique relationship between the strategic IS
plan and corporate goals.33 A vital part of ISM is defining and
aligning its policies and plans with strategic plans. However,
adherence with these security plans entirely depends upon end
users, that is, employees. Therefore, the facts, causes, and influ-
ences of compliant and noncomplaint behavior need to be
investigated. ISA has been found important in compliance
within organizations. However, to acquire ISA and training
program effectiveness, rich relevant resources of visual and
textual material need to be incorporated. One empirical study
highlighted that media richness has a positive and significant
correlation with ISA.34 The availability of online ISA programs
can bring more users together, enabling either synchronous or
asynchronous learning.35 presented the results of an experimen-
tal research design using an intervention approach, which sug-
gested that participation, the collective reflection of the
participants and dialogue significantly improved the ISA of the
intervention groups. Hence, periodic awareness programs con-
ducted with focused groups can have a powerful impact in
developing lasting knowledge on ISPC among employees.
Another distinctive theory-based approach for an information
security training (IST) program has been proved to develop goal-
oriented and effective ISPC, with this action research interven-
tion conducted by Puhakainen and Siponen36 highlighting the
need for continuous communication between employees.

Among organizations, HEIs have high revenue but are the
least protected. In general, HEI employees are not motivated or
encouraged to protect their institutions’ tangible and intangible
assets.37 Ahlan and Lubis6 suggested that the existence and
awareness of ISPs in a university environment play a crucial
role in protecting information assets. Results for the university
under investigation showed a lack of risk management

awareness. Their ISA model emphasized learning, adaptability,
and performance factors related to the employee’s role and
responsibility.6 In a similar study in an AustralianHEI, research-
ers found that employees were generally lacking in ISA. In that
study, it was suggested that ISA programs should be a part of risk
assessment strategies in HEIs to foster ISPC.15 Haeussinger and
Kranz38 believed that ISA could be developed through various
means, with their study exploring and examining the factors that
could influence the ISA of employees. The study also validated a
comprehensive research model that presented institutional
(ISPs, and security education, training, and awareness programs
[SETA]); individual (ISK and negative experience [NEx]); and
environmental (secondary sources influence [SSI], peer behavior
[PEB]) antecedents of ISA leading to ISPC.38 In organizations,
ISA programs are designed to be conducted among employees
with distinct areas of expertise and varied levels of technical
knowledge. Information should be categorized so it can be
delivered according to the ability of end users to receive it.
Amankwa et al.39 drew a thin line between information security
education, IST, and ISA based on attributes, such as the focus,
purpose, and method of delivery for each security procedure.
Their study suggested that organizations could fit into any of the
working definitions and emphases on the goals of security
compliance.39 An investigative study using the mixed-methods
approach indicated that providing detailed ISA to employees on
ISPs and procedures would have a positive impact on their
attitude and behavior toward compliance.40 Another empirical
study integrated multiple theories (protection motivation theory
[PMT]41 and the theory of planned behavior [TPB]42) along with
organizational factors and presented an information security-
conscious care behavior (ISCCB) formation research model.
Study findings have indicated that ISA is a strong and significant
antecedent of employees’ attitude toward information security
behavior.2 Researchers have argued that negligent behavior and
lack of awareness of rules and regulations lead to destructive
security breaches. Hence, ISA should be considered the most
crucial element in ISPC achievement. Table 6 summarizes stu-
dies that empirically tested and validated ISA factors and their
contribution to compliance.

Studies have conclusively suggested that ISA and training
programs play a fundamental role in the acceptance of pro-
tective technologies, development of a security culture, and
compliance with organizational policies. The diverse aware-
ness programs can be adapted to match organizational needs.
However, HEI employees are still lacking in their level of
security awareness and compliance with institutional policies.
A notable reason for this deficiency of knowledge in how to
deal with security incidents is the absence of motivation for
the protection of institutional assets.43 Lack of understanding
of their roles and responsibilities results in noncompliant
behavior and security breaches among HEI employees. ISA
is not merely the knowledge of potential security breaches or
vulnerability but also an understanding of the available
resources for reporting and receiving the response for addres-
sing these risks. It is imperative that employees are aware of
their roles and the rules and regulations as prescribed in their
institutional security policies. Along with the provision of
policies in HEIs, appropriate security education training and
awareness programs are urgently needed. Moreover, periodic
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monitoring of end users to amplify the response rate against
security breaches will also motivate ISPC by employees.

Summary of the literature

Culture brings the required norms into a day-to-day routine
and, following the accepted custom, conveys the habitual
pattern of compliance. The literature has confirmed that the
ISC developed in organizations can reduce the risk of security
breaches and potential incidents, as compliance with rules and
regulations becomes a habit.47 The development of a sound
ISC in HEIs still requires the exploration of factors that could
encourage compliance with ISPs. ISM is generally associated
with the involvement of top management and security man-
agerial practices.1,48 However, the extant studies have called
for improvement and a more holistic approach from the
managerial point of view to achieve better ISPC.8

Table 7 summarizes the key literature extracted from the
studies under review. The theoretical frameworks, methodol-
ogy, and main findings from all domains of ISC, ISM, and ISA
highlight the research gap in the area of ISPC in HEIs.

The investigation of the presented theories, in the light of the
detailed literature review, has suggested that none of the the-
ories have been systematically and thoroughly tested, and parti-
cularly not in any HEI. The samples for ISPC research are
generally taken from among professionals working in large-
scale organizations. Although these studies have presented var-
ious significant factors, the influence of institutional governance
in protection motivation for employees to comply with institu-
tional policies has never been examined. The literature has
described HEI employees as the least concerned, motivated,
and aware of the potential threats that can harm their personal
and work computing environment. Hence, a hybrid and precise
governance framework that can motivate employees toward the
protection of assets and ISPC is a crucial need in HEIs. SETA,
and the monitoring and provision of policies have been found
as substantial components of institutional governance in build-
ing an ISC. PMT is established as an exceptional ISPC predictor.
When dealing with the protection of information assets, perso-
nal experience should also be considered. The significant key
factors from the validated theories should be integrated, tested,
and validated in the HEI context in future research.

Conclusion

HEIs are growing in terms of contemporary technologies,
infrastructure, and research activities. Business processes in
these institutions are closely interconnected with human
resources and information security elements. Their employees
are the end users of security plans and risk management
procedures. Extant research has shown that HEIs continue
to struggle with applying effective ISM and practices. These
high-revenue businesses are the least secure due to their iso-
lated security strategies and plans. The alignment of security
procedures with business strategies is still a task that many
HEIs have yet to achieve. The awareness of the “dos” and
“don’ts” in an organization leads to smoothly functioning
procedures and practices. As a complete bundle of knowledge,
ISA should provide focused education and training for ISPC

achievement. The association of ISA with compliance in HEIs
is confirmed in prior studies. However, the influence of ISA
programs, with respect to comprehensive institutional govern-
ance, in enhancing motivation for the protection of assets and
resulting in ISPC is yet to be empirically tested. Awareness of
these plans and procedures is the first and foremost step in
achieving better IS security. Additional technical controls for
physical and virtual threat restrictions are vital regulators of
potential security threats. These regulators should be periodi-
cally upgraded for improved monitoring of tangible and
intangible assets. State-of-the-art HEIs are generally set up
with an efficient response team to deal with security attacks
and recovery procedures. However, end users are usually
unaware of this response efficacy and hence repeatedly remain
victims of malicious attacks. Therefore, providing detailed, yet
understandable, ISPs; focused ISA programs; and periodic
monitoring procedures are the crucial elements of compre-
hensive institutional governance. Conclusively, this can bring
about motivation to protect institutional assets and achieve
compliance with institutional rules and regulations.

Limitations and future work

Although rigorous approach was adopted to search appropriate
and adequate literature for this review study, there is still a
chance for some unspotted literature that could add to enhance
the purpose of the study. To further understand ISPC among
HEI employees and to present evidence from the literature
review, the researcher will empirically investigate the relation-
ship of PMT and the sources of knowledge with the TPB. A
comprehensive research framework will therefore be designed
by extracting latent and observed variables from validated the-
ories to empirically test and validate the research framework.
This study also suggests looking at information security policies
compliance issues in less anticipated organizations.
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